Installation Guide

This two-step installation guide will help you create a VPN-
connection to our servers. This is only needs to be done once
after you start using our service.

Part 1. Create a VPN connection
Part 2: Connecting to Hidden24
Part 3: Troubleshooting
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Part 1:
Create a VPN connection
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Step 1: Click on the Start Button (1) in the lower left corner, and then select the
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Settings

=

System

Display, notifications, apps,

power

K

Accounts
Your accounts, email, sync,
work, family

Y

= -

Windows Settings

Find a setting

-]
Devices Network & Internet
Bluetooth, printers, mouse WiFi, flight mode, VPN

it &

\
-~
Speech, region, date Narrator, magnifier,
Date & time high contrast
Narrator

Z

Personalisation

Background, lock screen,

colours

N

Privacy

Location, camera

Step 2: Select “Network & Internet”.
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Settings

#: Home

Find a setting

Network & Internet
& Status

7 WIFi

¥ Ethernet

2 Dial-up

% VPN

n~ Flight mode
) Mobile hotspot
(G Data usage settings

Proxy

Change your network settings

E_fﬂ_( )

Berntab8BR

You're connected to the Internet

Show available networks
Additional Details

@ View network adapters and change connection settings.
Sharing options

@ For the networks that you connect to, decide what you want
to share.
HomeGroup

°(8 Set up a homegroup to share pictures, music, files and
printers with other PCs on your network.
Diagnose and fix network problems.

A Network troubleshooter
Manage known networks

Step 3: Select “VPN” form the menu on the left hand side.
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Settings

2 Home

DirectAccess

Find a setting

Network & Internet

& Status

7 WIiFi

¥ Ethernet

% Dial-up

| = ven

5~ Flight mode

) Mobile hotspot

(G Data usage settings

@ Proxy

Add a VPN connection
+

Allow VPN over metered networks

Allow VPN while roaming
@ on

Default location

@ on

Network reset
Set up a new connection
Internet options
HomeGroup

Change adapter options

Step 4. Select “Add a VPN connection”.
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= Settings

Add a VPN connection

VPN provider

Connection name

Server name or address

Type of sign-in info

I
N
—
LL]
-
=
=
- -

Cancel

Step 5: Select “Windows (built-in)” from the drop down menu, that you open up by
clicking the small arrow to the right, in the box under “VPN provider”
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= Settings

Add a VPN connection

VPN provider

Connection name

Hidden24

Server name or address

connect.hidden24.co.uk

VPN type

Pre-shared key

HIDDENZ24

Step 6: Enter “Hidden24” as the “Connection name”, and enter
“connect.hidden24.co.uk” as the “Server name or address”.
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Edit VPN connection

oL L W A oo

connect.hidden24.com

VPN
Automatic

Point to Point Tunnelling Protocol (PPTP)

L2TP/IPsec with certificate
L2TP/IPsec with pre-shared key
ecure Socket Tunnelling Protoco P

IKEv2

Password (optional)

I
N
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=
=
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Cancel

Step 7: Select “L2TP/IPSEC with pre-shared key” from the drop-down menu under
“VPN Type”.
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Add a VPN connection

VPN provider

Connection name

Hidden24

Server name or address
connect.hidden24.co.uk

VPN type

Copy and paste the pre-shared key from a
clear text document, to make sure the spelling
Pre-shared key is accurate.

Cancel

I
N
—
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-
=
=
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Step 8: Enter “AnonymousMe” in the box for “Pre-shared key”
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< Settings

Add a VPN connection

Pre-shared key

Type of sign-in info

Username (optional)

Password (optional)

Cancel

I
N
—
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-
=
=
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Step 9: Make sure that “Username and password” is selected under “Type of sign-in
info”
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= Settings

Add a VPN connection

Pre-shared key
Type of sign-in info

Username (optional)
YOUR USERNAME

Password (optional)

YOUR PASSWORD
v

Copy and paste the password from a clear
text document, to make sure it is accurate.

Cancel

HIDDENZ24

Step 10: Enter your Username and Password (the username and password you chose
when you created your account with Hidden24)
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& Settings

Add a VPN connection

Pre-shared key

Type of sign-in info

Username (optional)

Password (optional)

Cancel

I
N
—
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-
=
=
- -

Step 11: Make sure that “Remember my sign-in info” is selected. Click “Save”.
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Part 2;
Connect to Hidden24

(and disconnect)

Congratulations!
With your newly created connection, you are now able to connect to
Hidden24. Start using the web securely with an anonymous IP address.

This part tells you how to connect with your new connection.
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Step 12: To connect to Hidden24, first click the network icon in the bottom
right corner (1), and then select “Hidden24" (2)
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Settings

%% Home

Find a setting

Network & Internet
& Status
7 WiFi
%7 Ethernet
2 Dial-up
| = ven
g~ Flight mode
) Mobile hotspot
(5 Data usage settings

@& Proxy

DirectAccess

Add a VPN connection
+

Hidden24
Advanced options Remove

Allow VPN over metered networks

Allow VPN while roaming
@ on

Default location

@ on

Network reset
Set up a new connection

Internet options

Step 13: From the list of VPN connections, select “Hidden24", and then click “Connect”.
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Settings

% Home

Find a setting

Network & Internet

£ Status

7% WiFi

¥ Ethernet

< Dial-up
| = veN

5~ Flight mode
) Mobile hotspot
(G Data usage settings

@& Proxy

DirectAccess

Add a VPN connection
+

o) Hidden24
Connected

Advanced options Disconnect

Allow VPN over metered networks

Allow VPN while roaming
@ on

Default location

@ on

Network reset
Set up a new connection

Internet options

Step 14: You are now connected to Hidden24!
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Settings

%% Home

Find a setting

Network & Internet

£ Status

7% WiFi

¥ Ethernet

Dial-up

| = ven

5~ Flight mode

) Mobile hotspot

(G Data usage settings

@& Proxy

DirectAccess

Add a VPN connection
+

oY Hidden24
Connected

Advanced options | Disconnect

Allow VPN over metered networks

Allow VPN while roaming
@ on

Default location

@ on

Network reset
Set up a new connection

Internet options

connection.

Step 15: To disconnect from Hidden24 (and be unprotected again), select “Network &
Internet -> VPN" (step 1-3 in this guide), and then click “Disconnect” from the Hidden24
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Part 3:
Troubleshooting

Here are some recommendations on how to troubleshoot
in case you have difficulties connecting to Hidden24.
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New
Suggested
e Microsoft Edge g n
Designed for Windows 10
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| $| MINELRAE\

Connect Minecraft.

Q

3D Builder
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Camera

P—\sk me anything

Step A: Select the Start icon at the bottom left, and then the cogwheel shaped icon for
Settings.
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Settings

=

System

power

K

Accounts
Your accounts, email, sync,
work, family

Display, notifications, apps,

Windows Settings

Find a setting

o

Devices
Bluetooth, printers, mouse

A:L =2
Speech, region, date
Date & time

Step B: Select Network & Internet.

Network & Internet
WiFi, flight mode, VPN

’
g}
7
-~
Narrator, magnifier,

high contrast
Narrator

=

Personalisation

Background, lock screen,

colours

-

Privacy

Location, camera
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Settings - O

% Home Change your network settings
Find a setting

B—7—Q

Network & Internet Bernta68LR

I B Status You're connected to the Internet

@ WiFi Show available networks

W Ethernet Additional Details

2 Dial-up ) - )
@ View network adapters and change connection settings.

Sharing options

% VPN
63 For the networks that you connect to, decide what you want

5~ Flight mode to share.

HomeGroup

) Mobile hotspot
o(g Set up a homegroup to share pictures, music, files and

S Dat i printers with other PCs on your network.
ata usage setlings Diagnose and fix network problems.
Proxy A Network troubleshooter

Manage known networks

Step C: Select “View network adapters and change connection settings”
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@ Network Connections

4 & > Control Panel > Network and Internet > Network Connections »

Organise ¥

:h Bluetooth Network Connection .: Hidden24

% Not connected \,‘.-ﬂ Disconnected
Bluetooth Device (Personal Area ... &2 WAN Miniport (L2TP)
p

4 items

' Ethernet
\h’ Network cable unplugged

& =4 Intel(R) Ethernet Connection 1219-V

Step D: Locate the connection for Hidden24.
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{E“ Network Connections

M 1__;-'# > Control Panel > Network and Internet > Network Connections »

| Organise ~ Start this connection Rename this connection Delete this connection Change settings of this conn
n - . -
o Lh Bluetooth Network Connection dden24 . i Ethernet
s Not connected on ) prk cable unplugge
o x 9 Bluetooth Device (Personal Area ... AN N Connect / Disconnect ) Ethernet Connec
1 Status
( ) Set as Default Connection
Create Copy
Create Shortcut

HIDDENZ24

4 items 1 item selected

Step E: Right click on Hidden24, and select “Properties” from the pop-up menu.
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5 Hidden24 Properties

General Qptions Securty Networking Sharing

Host name or |P address of destination (such as microsoft.com or

157.54.0.1 or Hffe:1234::1111):

connect.hidden24.co.uk

irst connect

Windows can first connect to a public network, such as the
Intemet, before trying to establish this virtual connection.

[] Dial another connection first:

Privacy statement

OK

Cancel

Step F: Under the tab “General”, check that the connection points to
“connect.hidden24.co.uk”
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5 Hidden24 Properties

General Options Security Networking Sharing

Remember my credentials

|dle time before hanging up:

' PPP Seftings...

never

OK

Cancel

Step G: Under the tab “Options”, check that “Remember my credentials” is selected.
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= Hidden24 Properties

General Options Securty Networking Sharing
Type of VPN:

Layer 2 Tunnelling Protocol with IPsec (L2TP/IPsec) v
Advanced settings
Data encryption: ’ '
Optional encryption (connect even if no encryption) v
Authentication

(O Use Bxensible Authentication Protocol (EAP)

Properties

(® Allow these protocols

[] Unencrypted password (PAP)
[ ] Challenge Handshake Authentication Protocol (CHAP)
Microsoft CHAP Version 2 (MS-CHAP v2)

[] Automatically use my Windows log-on name and
password (and domain, if any)

OK Cancel

Step H: Under the tab “Security”, in the section “Type of VPN”, make sure that “Layer 2
Tunneling Protocol with Ipsec (L2TP/IPsec)’ is selected from the drop-down-menu.
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= Hidden24 Properties

General Options Securty Networking Sharing
Type of VPN:
‘ Layer 2 Tunnelling Protocol with |IPsec (L2TP/IPsec)

: Advanced settings

Data encryption:
_ Optional encryption (connect even if no encryption)

Authentication
(O Use Bxensible Authentication Protocol (EAP)

Properties

(® Allow these protocols

[[] Unencrypted password (PAP)

| | Challenge Handshake Authentication Protocol (CHAP)
Microsoft CHAP Version 2 (MS-CHAP v2)

[] Automatically use my Windows log-on name and
password (and domain, if any)

hvs

v

0K | Cancel

Step I: Under the tab “Security”, in the section “Authentication -> Allow these
protocols”, check that only “MS CHAP v2” is selected.
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5 Hidden24 Properties X |
Advanced Properties X
General Options Securty Networking Sharing

Type of VPN: LZTP

[ Layer 2 Tunnelling Protocol with |IPsec (L2TP/IPsec) L @) Use pre-shared key for authentication (2)

™|
Data encryption: Key:

Optlonal encryption (connect even if no encryption)

()

(O Use certificate for authentication

Authentication
(O Use Extensible Authentication Protocol (EAP)

Verify the Name and Usage attributes of the server’s certificate

Properties

(® Allow these protocols

(3)
[[] Unencrypted password (PAP)

[] Challenge Handshake Authentication Protocol (CHAP)
Microsoft CHAP Version 2 (MS-CHAP v2)

[] Automatically use my Windows log-on name and
password (and domain, if any)

HIDL

0K Cancel

Step J: Still under the tab “Security”, click on “Advanced settings” (1), and enter the pre-
shared key again (2). Copy the key from a clear text document, so that you can see the key
before pasting it, to avoid mistakes. The key should be “AnonymousMe”. Click “OK" (3).
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5 Hidden24 Properties X

General Options Securty Networking  Sharing

(V] %58 File and Printer Sharing for Microsoft Networks
[¥] &8 Client for Microsoft Networks
G Install... & Uninstall Properties
Description

TCP/IP version 6. The latest version of the intemet protocol
that provides communication across diverse interconnected
networks.

HIDDENZ24

Step K: Under the tab “Networking”, deselect the checkbox for “IPv6”, so that IPv6 is
not active. Click “OK",
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Settings

€2 Home DirectAccess

Find a setting L0

Add a VPN connection
+

Network & Internet

(i

& Status
7 WiFi Connect I Advanced options I Remove
1 Ethernet

Allow VPN over metered networks
% Dial-up

Allow VPN while roaming

= veN @D o

2= Flight mode Default location

@ on

«)  Mobile hotspot

Network reset

@

Data usage settings

Set up a new connection
Proxy

Internet options

Step L: Click on Hidden24, and select “Advanced options”
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Settings

2 Hidden24

VPN proxy settings
Connection name Hidden24

Server name or address  connect.hidden24.co.uk

Type of sign-in info Username and password
Username (optional) YOUR USERNAME

Password (optional) sessenee

| Edit |

Clear sign-in info

Automatic configuration

These settings will apply only to this VPN connection.

Manual configuration

Step M: Select “Edit”
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< Settings

Edit VPN connection

Pre-shared key

Type of sign-in info

Username (optional)

Password (optional)

Cancel

HIDDENZ24

Step N: Scroll down, and double check your Username and Password. Copy and
paste the password from a clear text document, so that you can see that it is
correct before pasting it.
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Do you have feedback on the guide,
or do you need more help?

You are always welcome to contact us at
customerservice@hidden24.co.uk, and we will be more
than happy to help you!

We wish you lots of secure and safe browsing with Hidden24!
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