Installation Guide

This installation guide will help you create a VPN-connection
to our servers. This is only needs to be done once after you
start using our service.

Part 1: Create a VPN connection
Part 2: Connecting to Hidden24
Part 3: Get an IP address from another country
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Part 1:
Create a VPN connection
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General Desktop & Dock

Screen Saver

CDs & DVDs Displays Energy
Saver
Startup
Disk
iCloud App Store Internet
Accounts
Users & Parental Siri
Groups Controls

Step 2: Click on the Network icon.

5

System Preferences

Mission Language
Control & Region
Keyboard Mouse
Click on the Netwg
-
Extensions Network

= @

Date & Time Time
Machine

Security
& Privacy

Trackpad

Bluetooth

&

Accessibility

@ <

Spotlight Notifications
Printers & Sound
Scanners

@

Sharing
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O <
Location:
@ Wi-Fi —
Lconnected ~

Bluetooth PAN *
Not Connected

MTESx...loader 3

Not Configured

(., :

MTE5x...loader 2

Not Configured g

MTE5xx...eloader _ &
Not Configured e

o Ethernet

Mot Connected NS

o FireWire

Not Connected
iPhone USB
Not Connected

@ Thunde..tBridge . -

Jot Connected w
e~

Create a new service

——

Set Up Bluetooth Device...

Network &

Automatic a

Status: Not Connected
Bluetooth PAN is not connected.

Device: MNo PAN Devices Found

Advanced... ?

Assist Me...

Step 3: Click the “+” button at the bottom left corner to add a new service (Type in your Mac
Administrator Name and password if asked).
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Network

Select the interface and enter a name for the new service.

Interface: VPN

Wi-Fi
on VPN Type: L2TP over IPSec
o Bluetooth PA Service Name: Hidden24|
Not Connected
MTE5x...loade
® Not Configured
@ MT65x..loader 2 & | Ask to join new networks
Not Configured )
hant - Known networks will be joined autematically. If
MT6E5xx...eloader o no known networks are available, you will have
i Not C »ﬂr‘i‘;urrﬂ“ \;‘ to manually select a network.
o Ethernet
Not Connected N7
FireWire
® Not Connected —
iPhone USB
® Not Connected .
Thunde...t Bridge =~
Not Connected NS
T & Show Wi-Fi status in menu bar Advanced... ?

Assist Me...

Step 4: Select VPN as the Interface and L2TP over IPSec from the VPN type drop-down menu.
Enter Hidden24 as Service Name and click Create.
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Location: Automatic

Wi-Fi —
on _ Status: Not Connected

Bluetooth PAN 9

Mot Connected

MTE5x...loader 3

e Configuration: Default
Not Configured Lo

MT65x...loader 2 _ Server Address: connect.hidden24.co.uk
Not Configured o
Account Name: YOUR USERNAME

MTE5xx...eloader _ &
Not Configured g

Ethernet Authentication Settings...
Not Connected N/
Connect
FireWire
Not Connected

iPhone USB
Not Connected

Thunde...t Bridge - -
N7

Not Connected

Show VPN status in menu bar Advanced...

— P

Assist Me... Revert Apply

Step 5: In the Server Address field, enter connect.hidden24.co.uk. Enter your Hidden24 Account
Name (the Username you have chosen when creating your account on Hidden24.co.uk).
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Network

Location: Automatic

Bluetooth PAN
Not Connected Status: Not Connected

MTE5x....oader 3 ¢

Not Configured

MTE5x...loader 2 ¢

Not Configused Configuration:  Default

MTE5xx...eloader . & Server Address: connect.hidden24.co.uk

Mot Configured

Account Name: YOUR USERNAME
Ethernet

Not Connectec

FireWire 2 Authentication Settings...
Not Connected

iPhone USB
Not Connected

Thunde...t Bridge .~ =
MNot Connected N7

Connect

Hidden24

Not Configured [S_g
= 1 Show VPN status in menu bar Advanced...

Assist Me... Revert Apply

Step 6: Check the option “Show VPN status in menu bar” and click on “Authentication Settings”.
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Network

User Authentication:

© Password: = YOUR PASSWORD

"C’_Vi‘ Fi RSA SecurlD

| Certificate
Bluetooth PAN

Not Connected ' Kerberos

MT65x...loader 3 | CryptoCard

Mot Configured

MTE5x..loader 2 Machine Authentication:
Not Configured © shared Secret:
MTE5xx...eloader " Certificate

Not Configured

Ethernet Group Name:
Not Connected

FireWire

Not Connected Cancel “
iPhone USB

Not Connected .

Thunde...t Bridge .~ =
NS

Not Connected

\/ Show VPN status in menu bar Advanced...

+ | — g~

Assist Me... Revert Apply

Step 7. Select “Password” and enter your password for Hidden24 account (the Password you have
chosen when creating your account on Hidden24.co.uk).
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Network

User Authentication:

| © Password: | YOUR PASSWORD
Wi-Fi ' RSA SecurlD

Connected i
Certificate

Not Connected | Kerberos

Bluetooth PAN e

MTE5...ader 3 _ CryptoCard

Not Configured
MT66..ader 2 Machine Authentication:
Not Configured © Shared Secret: oooo.oo.oo.{

MTE5...eloader "

Not Configured

N
Ethernet < Group Name:

FireWire
Mot Col

iPhone USB L .

Not Connected

Cancel

Thund...Bridge =~
Not Connected rd
= a \/ Show VPN status in menu bar Advanced...

HIDDENZ24

Assist Me... Revert Apply

Step 8: For “Shared Secret”, enter AnonymousMe and click OK. (be careful with upper and lower
case).
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MTES...ader 3

Not Configured

MTES...ader 2

Not Configured

MTE5...eloader .

MNot Configured

Ethernet

Not Connected

Q7

FireWire
Not Connected

Wi-Fi
Off

iPhone USB
Not Connected

Thund...Bridge ~ =
N7

Not Connected

_—
-

Hidden24 ()
Not Configured [N

—#v

Location:

Network

Automatic

Status

Configuration:
Server Address:

Account Name:

\/ Show VPN status

Step 9: Click to open Advanced settings.

: Not Connected

Default

YOUR USERNAME

connect.hidden24.co.uk

Authentication Settings...

Connect

in menu bar

Assist Me...

:

Revert

Apply
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N\ Hidden24

m TCP/IP DNS Proxies

Session Options:
Disconnect when switching user accounts

Disconnect when user logs out

Send all traffic over VPN connection

Advanced Options:

Use verbose logging

Step 10: Check the “Send all traffic over VPN connection” and click OK.
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) < H Network Q S

Location: Automatic a

~ Mot Connected [ b

MTE5...ader 3 _ .
Not Configured ‘\g

Status: Not Connected

MTE5...ader 2 _ .
Not Configured \g

\ Configuration: Default
@ MTE5...eloader , . g a
Not Configured  Re Server Address: connect.hidden24.co.uk
® Ethe_rrw et; D Account Name: YOUR USERNAME
Not Connected N
o Fretie -
Authentication Settings...
Wi-Fi —
® Off - Connect

® iPhone USB .

Not Connected

@ Thund..Bridge . -

Not Connected ~ #

o Hidden24
+ | — %~

Show VPN status in menu bar Advanced... ?

Assist Me... Revert Apply

HIDDENZ24

Step 11: Click “Apply” to save all settings.
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Part 2: Connect to Hldden24

Q) L] <O 97%[%) Frig:36 PM Q =
Connect Hidden24

Hidden24
v/ Hidden24

Show Time Connected
v Show Status While Connecting

Open Network Preferences...

Success! With your newly created connection, you are now able to connect to Hidden24.
Start using the web anonymously with a UK IP address.
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Part 3: | remem

How to get an IP address
from another country

With Hidden24, you can also get an IP-address from another
country (in addition to the UK IP-address you get by default).
An |P-address from another country can for example be useful if
you want to access services that require an IP address from that
specific country.

All of the country options are equally safe, and will protect you from

online threats and guard your privacy.
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Create an additional VPN-connection for each country
(here we are using the US as an example)

Create one more VPN-connection (a second connection), by
following the installation guide one more time, but with two
differences in the process.

« Difference 1: Give the new VPN connection a different name, for
example "Hidden24 US" instead of just "Hidden24”

« Difference 2: Use the server address "us.hidden24.co.uk”,
instead of “connect.hidden24.co.uk”.

Apart from these two differences, everything else should be the
same. Same Username and Password, same shared secret / PSK.

Repeat the process one more time for each new country you want
to add, from the list of countries we support (which you can find on

the next page).
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Summary, countries

These are the countries available to you. This table will be updated
as we add new countries in the future.

Get IP-address from Country Suggested name of Server address for the VPN
this country (ofoTe [ connection connection

United Kingdom Hidden24 connect.hidden24.co.uk
USA usS Hidden24 US us.hidden24.co.uk
Sweden SE Hidden24 SE se.hidden24.co.uk
Germany DE Hidden24 DE de.hidden24.co.uk
France FR Hidden24 FR fr.hidden24.co.uk

Italy IT Hidden24 IT it.hidden24.co.uk

Spain ES Hidden24 ES es.hidden24.co.uk
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How do | choose which IP-address to get connected to?

Simple example: When you want a UK IP-address, activate the first
connection named “Hidden24". When you want a US IP-address,
activate the other connection named “Hidden24 US”. The same
procedure should be used for any additional IP-address you would
like to connect to.

You can switch between all of them, by activating and deactivating
each connection.
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Do you have feedback on the guide,
or do you need more help?

You are always welcome to contact us at
customerservice@hidden24.co.uk, and we will be more
than happy to help you!

We wish you lots of secure and safe browsing with Hidden24!
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